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Until the Internet's advent, a business operating within one state was subject to suit only in that state.
Only a business developing a national or international focus had to assess the risk of becoming subject
to suit in other states or countries. Performing that risk assessment was usually simple. Traditionally,
whether a particular court can exercise control over a particular defendant depends on their physical
locus, described in such terms as residence, domicile or place of business. For example, a corporation
can generally be sued in any state where it maintains a place of business. The Internet introduces a
new dimension towards the question of where a party is subject to suit. If a company has a Web site, it
has a presence everywhere that Web site can be accessed. In short, across the entire world. Over the
Internet, an individual can have the same impact on entities in other states and countries as can a
multi-national corporation. Now, even smaller businesses must assess the risk, arising from use of the
Internet, of becoming subject to suit in other states or countries. The location of a company's
cyberassets, its maintaining a Web site, or its use of the Internet can all effect where it is subject to suit.

Already, numerous courts have examined the question of when a defendant's operation of a Web site
creates personal jurisdiction. The decisions of these courts are not always consistent, but they are
starting to reflect some common themes. This paper's purpose is not to review the body of decisional
law,[2] but to examine the emerging themes and discuss their application to actual business planning.

Personal Jurisdiction Basics

The judicial decisions to date in the United States, regardless of their result, are based upon well-
developed and long established personal jurisdiction doctrines. Understanding these doctrines is
essential to analyzing the emerging decisional law related to Internet use. Personal jurisdiction is based
on the interaction between an affirmative statutory or common-law source law dictating the scope of
the court's jurisdiction, and limitations imposed by constitutional due process rights. State courts can
always assert jurisdiction over an entity or things physically present in the state.[3] State courts also
assert personal jurisdiction over entities located outside of the state using "long-arm statutes." Long-
arm statutes differ from state to state, but tend to be similar. The Uniform Interstate and International
Procedure Act is typical.

&sect;1.02 [Personal Jurisdiction Based upon Enduring Relationship]
A court may exercise personal jurisdiction over a person domiciled in, organized under the
laws of, or maintaining his or its principal place of business in, this state as to any [cause of

action].

&sect;1.03 [Personal Jurisdiction Based on Conduct]
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(a) A court may exercise personal jurisdiction over a person, who acts directly or by
an agent, as to a [cause of action] arising from the person's:

(1) transacting any business in this state;
(2) contracting to supply services or things in this state;
(3) causing tortious injury by an act or omission in this state; [or]

(4) causing tortious injury in this state by an act or omission outside this
state if he regularly does or solicits business, or engages in any other
persistent course of conduct, or derives substantial revenue from goods
used or consumed or services rendered, in this state...

(b) When jurisdiction over a person is based solely upon this section, only a
[cause of action] arising from acts enumerated in this section may be asserted
against him.[4]

In determining whether the court has jurisdiction, the first step is to examine the applicable long-arm
statute, or common-law equivalent, to determine whether the statute grants the court jurisdiction over
the out-of-state defendant. The second step is to evaluate whether the exercise of jurisdiction in the
particular case violates due process rights granted under the United States Constitution.[5]
Constitutional due process is satisfied if the defendant has "minimum contacts" with the forum state so
that subjecting the defendant to suit in that state satisfies considerations of "fair play and substantial
justice."[6] In determining whether "minimum contacts" exist, the court should consider "the
relationship among the defendant, the forum, and the litigation."[7] In determining whether exercising
jurisdiction will satisfy "traditional notions of fair play and substantial justice" the court should focus
on the contacts in light of other factors such as:

the burden on the defendant;

the forum state's interest in adjudicating the dispute;

the plaintiff's interest in obtaining the most efficient resolution of the controversy;
the interstate judicial system's interest in most efficient resolution of controversies;
and

5. the shared interest of the several states in furthering fundamental substantive social
policies.[8]

Ll Y.

Establishing jurisdiction requires "some act by which the defendant purposefully avails himself of the
privilege of conducting activities within the forum state, thus invoking the benefits and protections of
its laws."[9] Activities within a state that can result in a party subjecting itself to suit in that state
include purposefully selling goods in the state,[10] maintaining a physical office or store in the state,
entering into a contract with someone in the state,[11] or committing a tortious act within the state. In
general, the more passive the defendant was with respect to a transaction, and the fewer events related
to the transaction occurred within the forum state, the less likely the court will exercise jurisdiction
over the defendant. The difficulty arises in determining when maintaining a Web site, accessible to
people in a state, is an activity directed at a state sufficient to allow the state to exercise personal
jurisdiction over the Web site owner.

Personal Jurisdiction, Multimedia and Broadcasting
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In evaluating the ability to obtain personal jurisdiction over a defendant due to operation of a Web site,
a parallel can be drawn to print publications. Print publications, like Web sites, come into contact with
several jurisdictions, based on conduct that occurs primarily in one location. Print publications are
created by conduct concentrated at the location of the author and publisher. The activity creating a
Web site occurs in the state in which the Web site is developed, and the locus of the Web server.
However, like a broadly distributed magazine or broadcast, a Web site is accessible everywhere.

The United States Supreme Court has held that a state can exercise personal jurisdiction over a
publisher accused of publishing libelous material about a resident of that state when the publisher
targets its economic activity at that state. In Keeton v. Hustler Magazine, Inc.[12], the United States
District Court for the District of New Hampshire was able to exercise personal jurisdiction over an
Ohio corporation because the defendant's magazine circulation in the state of New Hampshire created
minimum contacts with that state. Jurisdiction was appropriate because of the state's interest in
discouraging libel by the defendant against its citizens.

In a companion case, Calder v. Jones [13], the Supreme Court held that a California court could exercise
personal jurisdiction against an author and editor, both resident in Florida, who had libeled a
California resident in an article published in the National Enquirer newspaper. The court determined
that the defendants had purposefully targeted their libelous activity at California by publishing their
article containing libelous material about a California resident in a magazine which they knew was
sold and circulated in California and "must reasonably anticipate being haled into court" in California.

In these cases, the tortious act is the knowing publication in the state attempting to exercise personal
jurisdiction over the defendant. The results differ if the tortious act is unrelated to the act of
publication. If, instead of publishing an article in a magazine or newspaper circulated in the forum

state, the defendant submits advertising to a nationally circulated magazine or newspaper, the fact of
that advertising is generally not sufficient to create jurisdiction, unless the claim arises from the
advertising. For example, in IDS Life Insurance Company v. SunAmerica, Inc.,[14] the defendant
advertised in nationally circulated newspapers and magazines and on national television, and
maintained an Internet Web site. The District Court for the Northern District of Illinois held that such
advertising did not involve systematic and continuous contact with the forum state, Illinois, and
concluded that it did not have personal jurisdiction over the defendant.[15] In Gaingolo v. Walt Disney
World Co.[16] a district court judge noted that allowing national advertising to make a defendant
subject to suit wherever the advertisement appeared would "substantially undermine the law of
personal jurisdiction."

Personal Jurisdiction Based on Internet Contacts

Based on the rules expressed in cases like IDS Life Insurance and Gaingolo, operating a Web site or
advertising on the Internet should not, by itself, subject a party to global jurisdiction. But, based on the
Keeton and Calder decisions, a person committing a tortious act using the Internet should expect to be
subject to jurisdiction in the state at which the tortious act is directed. Several courts have addressed
the issue of whether maintaining a Web site accessible from a state subjects the owner of the Web site
to personal jurisdiction in that state.

The developing theme in the cases is to base jurisdiction on the extent to which the activity performed
by maintenance of the Web site is directed toward the forum state. Important factors include the level

of interactivity in the Web site, whether the Web site content is directed toward an audience including
residents of the forum state, whether the Web site has been accessed by residents of the forum state, or
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whether a particular activity of the Web site giving rise to the cause of action was directed at the forum
state. Some decisions have expressed this analysis as sorting Web sites into three categories.[17] Where
the defendant actively does business over the Internet directed at the forum state, the forum state can
exercise jurisdiction over the defendant. Where the Web site provides a lower level of interactivity by
allowing the defendant to exchange information with customers over the Internet, the court must
assess the level of interactivity and commercial nature of the Web site to determine if sufficient
contacts exist to warrant the exercise of jurisdiction. Where the defendant passively provides
information or an advertisement on a Web site, without other contacts existing with the forum state,
the forum state can not exercise personal jurisdiction over the defendant.

Most Internet jurisdiction cases, like that resulting in the Panavision International, L.P. v. Toeppen
decision, involve trademark disputes involving use of the Web site domain name and hold that the
forum state can exercise jurisdiction over the owner of the Web site because the infringing conduct
targets the forum state and thus creates a basis for specific jurisdiction.[18] As in the publishing arena,
the Web site must knowingly target potential viewers in the forum state. An alleged injury related to
the operation of the Web site is insufficient to create jurisdiction where the Web site operation is not
directed at the forum state and no other contacts with the forum state are found.[19] Further, when
Web site operation is unrelated to the conduct, courts have generally not allowed exercise of general
jurisdiction based on the presence of a passive advertising Web site.[20]

One early decision is Inset Systems, Inc. v. Instruction Set, Inc.[21] A Massachusetts corporation allegedly
used a Connecticut corporation's trademark as its domain name. The defendant advertised its goods
for sale using a Web site available through the contested domain name. The Connecticut "long-arm"
statute[22] allows personal jurisdiction over a non-resident on any cause of action arising from
business solicited within Connecticut, if the solicitation was repeated. The court concluded that
advertising using a Web site, by itself, is a sufficiently repetitive contact sufficient to allow Connecticut
to exercise personal jurisdiction under its "long-arm" statute. The court then, in addressing the
constitutional issues, stated that:

In the present case, Instruction has directed its advertising activities via the Internet and its
toll-free number toward not only the state of Connecticut, but to all states...advertisement
on the Internet can reach as many as 10,000 Internet users within Connecticut alone.
Further, once posted on the Internet, unlike television and radio advertising, the
advertisement is available continuously to any Internet user. ISI has therefore, purposefully
availed itself of the privilege of doing business within Connecticut.

The United States District Court for the Eastern District of Missouri reached a similar result in Maritz,
Inc. v. Cybergold, Inc.[23] In that case, which also involved a trademark dispute over use of a domain
name, a California company advertised on the Internet and received at least 131 hits from Missouri
residents. The District Court held that this was sufficient for a Missouri court to obtain personal
jurisdiction over the California defendant.

The United States Court of Appeals for the Ninth Circuit reached a different result in another
trademark case, Cybersell, Inc. v. Cybersell, Inc.,[24] because it determined that the Web site was not
directed at the forum state. The plaintiff was an Arizona corporation that advertises for commercial
services over the Internet. The defendant was a Florida corporation that offered Web site construction
services over the Internet under the name "Cybersell." The court found that no part of the defendant's
business was sought or achieved in Arizona. The only contact with Arizona was the fact that the
defendant's Web site was accessible over the Internet by Arizona residents. The court held that this
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contact, constituting mere passive advertising, was insufficient to provide a basis for jurisdiction.

Both the Inset and Cybergold cases involved a trademark dispute over a domain name being used by
the defendant in interstate commerce. Thus, the cause of action was related to the defendant's contact
with the forum state. In the IDS Life Insurance Company v. SunAmerica, Inc. case, the United States
District Court for the Northern District of Illinois addressed the question of obtaining personal
jurisdiction over an out-of-state defendant in a tort case where the cause of action was unrelated to the
Internet advertising. The Illinois "long-arm" statute allows an Illinois court to exercise personal
jurisdiction over an out-of-state defendant if the defendant is doing business in Illinois by carrying on
"continuous and systematic" business in the state.[25] The court compared the defendant's advertising
on its Web site with the defendant's advertisements in nationally circulated newspapers and
magazines and on national television. The court concluded that maintaining advertising on a Web site,
although accessible in Illinois, does not constitute an advertisement directed at Illinois and therefore
Illinois could not exercise personal jurisdiction over the defendant.

International Personal Jurisdiction

Cases examining whether a Web site maintained outside of the United States can allow a United States
court to exercise personal jurisdiction over the Web site owner follow the same analysis as the purely
domestic cases. The first case to discuss the issue of specific jurisdiction in an international context was
Minnesota v. Granite Gate Resorts, Inc.[26] Granite Gate Resorts, Inc., a Nevada Corporation, advertised
on the Internet a Web site known as WagerNet. WagerNet was maintained on a web server located in
Belize by a Belize registered corporation. The Minnesota Attorney General took the position that his
state can exercise personal jurisdiction over any party which uses the Internet to conduct any activity
illegal in Minnesota. He filed a complaint against Granite Gate Resorts, Inc. alleging deceptive trade
practices, false advertising and consumer fraud for advertising in Minnesota. The Minnesota Court of
Appeals held that because the Web site was accessible by Minnesota residents, and because the
defendant had directed its advertisements at customers in the United States, including residents of
Minnesota, it could exercise personal jurisdiction over the defendant.

In Weber v. Jolly Hotels,[27] the United States District Court for the District of New Jersey addressed
whether a United States court could exercise general personal jurisdiction over a foreign defendant
based solely on maintenance of a passive Web site. The defendant was a hotel, located in Italy, which
maintained a Web site as an advertisement. The plaintiff, a New Jersey resident, sustained injuries
while visiting the hotel in Italy. On returning to the United States, the plaintitf sued the defendant in
New Jersey state court,[28] and claimed the New Jersey court could assert personal jurisdiction over
the defendant based on its Web site. The Court determined that maintaining a Web site as an
advertisement is comparable to advertising in a national magazine and is insufficient to allow the
forum court to establish personal jurisdiction over the defendant. Because the defendant's sole contact
with New Jersey was its Web site, and because the injury was not related to the Web site, the court
declined to exercise jurisdiction over the Italian defendant.

Owners of Web sites maintained in the United States should address whether operating the Web site
will subject them to the jurisdiction of courts in other countries. Foreign courts will determine whether
they can exercise jurisdiction over a defendant resident in the United States based upon the foreign
country's own rules, which may differ from those used by United States courts. Further, because
widespread use of the Internet is occurring later in many foreign countries than in the United States,
little or no guidance may be available to predict how a particular country's courts might address the
issue.
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Nevertheless, the risk of being sued overseas does exist. For example, in the LG Berlin[29] case, a
German court found it could exercise jurisdiction over a defendant based in Kansas City based on the
fact that the Web site operated at the defendant's domain name was accessible at the plaintiff's location
in Germany. In another case, Action Asia Publishing, Ltd. v. Jake Taylor and Best Internet Communications,
[30] the Supreme Court of Hong Kong attempted to exercise jurisdiction over a California Internet
service provider by issuing a Writ of Summons against the defendant. That case settled before the issue
of jurisdiction was determined.

Conclusion

A company putting a Web site on the Internet should remain aware that its Web site may expand the
geographic scope of its business. Depending on the nature of the business and the Web site content, the
company might now be directing its activities toward customers in other states and countries. This
makes it subject to foreign laws and regulations governing business activities and possibly subject to
jurisdiction in foreign courts. Thinking in advance about the nature of its business and the content of
its Web site will help the company assess the risk of its being hailed into a foreign court, even if
definitive answers are not available.

Some protective measures may be available. The company might use click-through agreements or
disclaimers to clarify a geographic focus. Trademark searches will help assess the risk of a trademark
infringement suit resulting from use of the Web site and help pinpoint the location of potential
plaintiffs. Where a trademark infringement suit is anticipated, a preemptive lawsuit can be filed in the
company's home state or where the domain name registrar is located. A company can perform a global
review of the laws governing its industry to identify particular jurisdictions where it might become
subject to suit. Once it identifies specific problem states or countries, it can obtain an opinion regarding
that jurisdiction's laws and case law regarding Web site based jurisdiction. Where a potential problem
exists, the company can bring its business methods into compliance with the problem jurisdiction's
laws. No company will be able to completely predict or prevent being sued in foreign courts.
However, being aware of the problem is the first step in minimizing the risk it creates.
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